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Company Profile

AquaSync Innovation ( hereinafter referred to as ASI) provides a full package of solutions for comprehensive
automation, intelligence, integrated ship-shore information and ship cyber security etc. in marine and offshore industries
through cutting-edge technology, empowers the global maritime industry. Our advanced solutions ensure safe, reliable,
efficient performance and promote the rapid sustainable development of the maritime industry’'s digitalization process.

ASI has obtained the DNV-issued ISO 9001 Quality Management System, ISO/IEC 27001 Information Security

Management System, ISOfIEC 20000-1 Information Technology Service Management System certificates, and the

ISO/IEC 17025 Marine Cyber Security Laboratory Test Capability Recognition.
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ASI'S SOLUTIONS FOR SHIP

]

VESSEL BASE
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YOUR SHIP'S GUARDIAN IN THE DIGITAL AGE

Integrated Gauging,
Monitoring-Alarm and
Controlling System

Introduction to Ship Automation System: GCS-800

As part of ASI's marine automation solutions, the GCS-The system signal acquisition and control adopt the redundant looped network or

A/B network structure as the control domain network. A/B network structure, dual network redundancy, as the operation domain network.

The control domain network is physically isolated from the operation domain network. In the case of any single network disconnection

failure and network equipment failure, the normal operation of the system is not affected at all. 800 is a ship integrated automation

system built on Siemens . The system’s modular design ensures high efficiency and reliability, making it adaptable to a wide range of

vessel types and sizes, including bulk carriers, oil tankers, container ships, refrigerated ships, and other special-purpose vessels.

GCS-800

PLC: S7-1200/1500 ET200SP I/O Modules LOGO! Series
HMI: WinCC Monitoring Software

Control Domain Network (looped network & A/B Network)
Operation Domain Network (A/B Network Dual Redundancy)

The control domain and operation domain networks are completely independent

E/R Monitoring and Alarm System

Valve Remote Control and Level Gauging System

Pressure, Temperature and Liquid Level Measurement Alarm System

PLCs and Software
Components

Network
Architecture

Main Systems
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Integrated Automation
Control System Gplot

SHIP TO SHORE DATA INFRASTRUCTURE:

ALARM, MONITORING, AND REMOTE CONTROL
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Integrated Gauging, Monitoring-Alarm and
Controlling System

ABS Certificate of Product Design Assessment GCS800 (Endorsements: CyberSecurity)

Integrated Gauging, Monitoring-Alarm and
Controlling System

LR Type Approval Certificate GCS800
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Integrated Gauging, Monitoring-Alarm and
Controlling System

CCSs Certificate of Type Approval (Meet Cybersecurity Level SL2)
Integrated Gauging, Monitoring-Alarm and Controlling System includes AMS, VRCS & LGS and CMS, wwhich has
obtained the world’s first type approval certificate with cybersecurity (cybersecurity SL2 level) issued by CCS and

supports real-time communication between ship and shore.

Certificate Annex

» Pressure, Temperature and Liquid Level Measurement Alarm System

+ Valve Remote Control and Level Gauging System

« Engine Room Monitoring and Alarm System and Engineer Alarm System
« Natural Gas Fuel Control, Monitoring and Safety System

* Energy Management System

12
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Integrated Gauging, Monitoring-Alarm and
Controlling System

KR Certificate of Type Approval (Meet UR E27 Cybersecurity)

RINA Certificate of Type Approval
RINA Certificate of Type Approval (Meet UR Rules for the Classification of Ship)

RINA Certificate of Type Appl‘OVCIl (Meet UR IACS UR E27 Rev.1 Cyber Resilience of On-board systems and equipment)
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INTEGRATED GAUGING, MONITORING-ALARM
AND CONTROLLING SYSTEM

1.1 E/R Monitoring and Alarm System (including Engineer Alarm System)

System Features

- Decentralized Signal Acquisition & Centralized Monitoring.

- Safety & Alarm Management Integration.

- Comprehensive system redundancy, including network, controller hot standby, and I/O card redundancy.
- Unmanned Engine Room Compliance &Functionality.

- Extension Alarm System.

- Engineer Alarm System&Engineer Call/On Duty.

- Synchronize the Clock.

- Fan and Motor Control.

- Compliant with IACS UR E27 cybersecurity requirements.




INTEGRATED GAUGING, MONITORING-ALARM
AND CONTROLLING SYSTEM

1.2 Valve Remote Control and Level Gauging System

System Features

- Efficient remote operation of valves.

- User-friendly interface for simple and intuitive interaction.

- Real-time monitoring of valve status at all times.

- Redundant system design to ensure safe and stable performance.

- Built-in self-diagnostics for quick fault detection and troubleshooting.
- Simple system structure for easy installation and maintenance.

- Compatible with various types of valves and piping systems.

- Timeout alarm triggered upon detection of abnormal valve behavior.
- Multi-level user access control for enhanced security.

- Redundant architecture to improve system reliability.

- Support for multiple communication protocols and interfaces.

- Explosion-proof design for operation in hazardous environments.

- Compliant with IACS UR E27 cybersecurity standards.




INTEGRATED GAUGING, MONITORING-ALARM
AND CONTROLLING SYSTEM

1.3 Pressure, Temperature and Liquid Level Measurement
Alarm System

System Features

- Acquisition, display, and alarm functions for pressure, temperature, and liquid level signals.

- Tank volume calculation, correction, and display functions.

- Self-diagnosis and alarm functions for sensor faults, loop faults, module faults, and communication faults.
- External communication support via TCP/IP and RS485.

- Compliant with IACS UR E27 cybersecurity requirements.
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INTEGRATED GAUGING, MONITORING-ALARM
AND CONTROLLING SYSTEM

1.4 Energy Management System

System Features

- Charge and discharge power equalization function.
- Peak shaving function.

- Heavy consumer request function.

- Black-out recovery function.

- Priority trip function.

- Sequential start function for critical loads.

- Support third party commmunication.

- Support remote monitoring.

- Compliant with IACS UR E27 cybersecurity requirements.
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NO.3 BAT
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60%
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INNOVATION
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| » PROPORTION OF ENERGY CONSUMPTION

NO.4 BAT 88%

NO.11 BAT 88%

NO.5 BAT 87%

NO.12 BAT 87%

NO.6 BAT 23%

NO.13 BAT 23%

NO.7 BAT 23%

NO.14 BAT 23%
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INTEGRATED GAUGING, MONITORING-ALARM
AND CONTROLLING SYSTEM

1.5 Natural Gas Fuel Control, Monitoring and Safety System

System Features

- Process control for pump, fan, compressor, valve.
- Fire and gas detection.

- Process shutdown and emergency shutdown.

- Audible and visual alarm.

- Support third party communication.

- Support remote monitoring.

- Compliant with IACS UR E27 cybersecurity requirements.




INTEGRATED GAUGING, MONITORING-ALARM
AND CONTROLLING SYSTEM

1.6 Emergency shutdown Link

System Features

- Designed for ship-to-ship, ship-to-shore, and shore-to-ship applications.

- Suitable for liquid chemical and oil transfer operations.

- Provides galvanic isolation between ship and shore.

- Junction boxes on port and starboard manifolds include ESD buttons and 5-pin sockets for shore ESD or portable pendant connections.
- Includes ‘First-Up’ indication to identify the ESD activation point.

- Approved for use in Ex de IIC hazardous areas.

- Complies with current SIGTTO guidelines for liquid transfer.

- Meets OCIMF and CDI requirements for oil and chemical transfer operations.
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Explosion-proof sound

and visual alarm
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sound and visual
alarm device (Port)

o [ g [l

Valve remote ctrl hyd.power
pack starter main deck valve

remotecontrol room
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Emergency power: DC24V(shipyard supply)

Framo mounting
plate (cargo ctrl
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—————T0 AMS (ship ESD alarm)

———————T0 AMS (shore ESD alarm)
—————T0o AMS (power failure alarm)

———=—T0 AMS (system failure alarm)
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o 100000000
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output module system control
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ESD C/P
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Informatization Integrated
Solution

2.1 Network Information Integration System Gplot
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2.2.1 CCTV Solution for Vessels

.

ASI404IRWOI

N N

ASI600 ASI80] ASIPTZ4010IR04
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2.2.2 CCTV System

Model

Product Image

Pixel

Protection Grade

Focal Length
Chinese Interface
English Interface
DC12V Power Supply
AC/DC24V Power Supply
AC100V-240V Power Supply
POE Power supply
Heating
Infrared
Wiper
Explosion-proof

Suggested Installation Location
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Outdoor Anti-Corrosion| Outdoor Dome Camera| Outdoor Bullet Camera

PTZ Camera

ASI-2DY7430I-CWX

4MP

P68

Zoom available, 32x

150m

Compass deck,
mast, deck, bow and
stern monitoring

ASI-2DF8C432MX-AY

4mMP

P67
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Left and right wings,
port and starboard
sides, front and rear
mooring areas,
gangway passage
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4MP

P68
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mooring areas,
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Indoor Bullet Camera
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Fixed focus

30m

Engine Room

Indoor Fixed Dome
Camera

ASI-2CD2345CV4-|
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Cab, central control
room, indoor rooms
and corridors
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Outdoor Dome
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DS
4MP 4MP
1P68 IP67
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v \“‘
v v
/ /
/ /
v /
/ \

v /
150m 40m
N /

/ /

Compass deck,
mast, deck bow and
stern monitoring

Left and right
wings, port and
starboard sides,

front and rear
mooring areas,

gangway
passage

Outdoor Bullet Camera

ASI-VL404IRW01

4MP

1P68

Zoom available, 4x

100m

Left and right wings,
port and starboard
sides, front and rear
mooring areas,
gangway passage

Outdoor Bullet Camera |Outdoor Bullet Camera

ASI-VL432IRW01

4MP

P68

Zoom available, 32x

200m

Left and right wings,
port and starboard
sides, front and rear
mooring areas,
gangway passage

ASI801

4mMP

1P68

Zoom available,18x

Left and right wings,
port and starboard
sides, front and rear
mooring areas,
gangway passage

Outdoor Bullet Camera | Outdoor Bullet Camera

ASI-FL404IR02

4MP

P68

Fixed focus

30m

Left and right
wings, port and
starboard sides,

front and rear
mooring areas,

gangway
passage

ASI300

4MP

1P68

Fixed focus

15m

Left and right
wings, port and
starboard sides,

front and rear
mooring areas,

gangway
passage

Indoor Fixed Dome

Camera

ASI2000

4MP

P66

Fixed focus

30m

Cab, central control
room, indoor rooms
and corridors

Indoor Fixed Dome
Camera

ASI-2CD1143G0-I

4MP

P67

Fixed focus

30m

Cab, central control
room, indoor rooms
and corridors

Explosion Proof Dome

Camera

EX-ASIPTZ4010IR04N

4MP

P67

Zoom available, 5x

40m

ATEX:l 2G Ex db lIC T6
Gb

Left and right wings,
port and starboard
sides, front and rear
mooring areas,
gangway passage

Explosion Proof PTZ
Camera

Explosion Proof Bullet
Camera

Explosion Proof
Bullet Camera

EX-ASIPTZ4033IRW01 EX-ASI404IRW01 EX-ASI4041R02

pe
4MP 4MP 4MP
1P68 1P68 1P68
Zoom available, 33x Zoom available, 4x Fixed focus
v / /
! v \
/ / /
/ / /
N / /
/ v R
N Nl /
150m 100m 30m
v v /

ATEXIl 2G Ex dbIC T6 | ATEX:l 2G Ex dblIC T6 | ATEXIl 2G Ex db lIC T6
Gb Gb Gb

Compass deck,
mast, deck bow and
stern monitoring

Left and right wings,
port and starboard
sides, front and rear
mooring areas,
gangway passage

Left and right wings,
port and starboard
sides, front and
rear mooring areas,
gangway passage
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2.3 Smart CCTV Technological Policies Reference

Requirement [ Standard

Effective Date

Applicability

Minimum Resolution 21080p / >2MP

Min. Frame Rate >30FPS / 215FPS

Ingress Protection (IP66 In-door & IP68 Outdoor)
Marine-grade Certification

Al Anomaly Detection (Fatigue, Fire, PPE, etc.)
Edge Al Device 26TOPS

Real-time Voice Alarm

Min. Local Storage (14 days / 30 days)
Remote Viewing & Alerts

Cybersecurity Compliance

IEC 62676

MLPS 2.0

India DGS MSN 02/2025
Existing: 12 Feb 2028

Newly Registered Ships:3 year from registration date

Indian flagged and SPL Vessels

J
V4
v
v
J

(Recommended)

v/ (14 days)
J

v/
J

China MSA Technical Guide 1.0

Mar. 2025

Domestic Oil /Chemical Tankers,

Gas Carriers and Passenger Ships

v
v

v/ (Mandatory)

v
v

v/ (30 days)
J

v/

Our smart CCTV system exceeds the safety and surveillance requirements outlined in India’s DGS MSN 02 of 2025 and fully complies

with the technical standards mandated by China’s MLPS Level 2 and MSA Technical Guide 1.0.

2.4 Network Information Cabinet

i,

AC Controller (ASI)

VSAT Antenna Adapter (ASI)

LEO Satellite Power Supply Unit (Starlink)
VSAT billing gateway (ASI)

Video Compression Module (ASI)

PDU (ASI)

UPS (HUAWEI)

NVR (ASI)

Al Intelligent Workstation (ASI)

CCTV Switch (ASI)

LAN Switch (ASI)

Switch Power Supply Unit (Weidmdiller)
Terminal (Weidmuiller)

Micro Circuit Breaker (Schneider)

Firewall (ASI)

Waterproof PoE Extender (ASI)

cabinet (Rittal)
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YOUR SHIP'S GUARDIAN IN THE DIGITAL AGE

Intelligent Ship System

IACS
UR E22

Intelligent Integration Platform. Intelligent Energy. Intelligent
Machinery Software Evaluation Report & Software Testing Report
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3.1 System Structure 3.2 Data Fusion

Forecast and Failure Trend Condition Evaluate
Warning Analysis Analysis Monitoring Decisions

Shore-based

Shore-Based Decision-Making

Intelligent Intelligent Intelligent Energy Other . .
Navigation Machinery Efficiency Intelligent APP [ [
1 1
Navigation Data Mechanical Equipment Data
A A
Signal Acquisition Data Acquisition
Radar etc. Shaft Power Meter

Intelligent Integration Platform
(Storage, Integration)

Data Integrate all-ship data, and enable shore-based
Monitorin g personnel monitoring and management.

Data Fusion, Ship-shore Coordination, Analysis Evaluation, Decision Support

Video Data Traffic Data

A A

Multisp Ectral PTZ
Panoramic Visible Light
360° Thermal Imaging Camera Starlink

5G VSAT

Shore-based personnel can analyze and mine data,
perform failure prediction and preventive maintenance.
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3.3 I/E/M Network Topology

Cloud Platform

4/5G, VSAT, etc.

Communication Device

Shipboard Cabin

Firewall

Switch B (Optional)

Electronic
Anemometer GPS Speed Log Inclinometer Depth Sounder AIS
[ : |
CASE 2 . CASE1 CASE 2
_________________________________.I.__________.._____________________________________________________________________________..___________________I
IEC 61162-450/460 | IEC 61162-450/460
!NMEAOlBS
|
I Serial Device Server
L
Switch A
Sever

Marine Defender System

i Data Redundancy

Ethernet

Ethernet (Optional)

————— Twisted Pair

Workstation
Marine Defender System

Serial Device Server

Shaft power , Flow Meter, AMS, EMS, BMS and
other Serial Port Data (MODBUS RTU, etc.)

UPS

CASE2:Network Port

Shaft Power , Flow Meter, AMS, EMS, BMS and
other Network Port Data (TCP IP, etc.)
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3.4 Intelligent Integration Platform

System Description

Data Fusion

Ship-wide multi-system data collection,
storage, and integration.

Ship-Shore Interaction

Ensures stable and efficient data

collaboration management between ships
and shore-based.

Intelligent Application Support

Provides computing and interaction
platform for navigation/ machinery/
energy efficiency systems.

System Integration

Capable of integrating various information
management systems

Interface Presentation

quasyn]

Real-time Data Charts

Overview
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3.5 Intelligent Energy Efficiency Interface Presentation

System Description

Energy Consumption

Voyage Data Monitoring Monitoring & Evaluation

Real-time monitoring of man

Real-time display of energy consumption

energy-consumingequipment and

distributionacross equipment and the

navigation status data.

ship's overall energyefficiency status.

Threshold Exceedance Alarm Fuel Information Management

Standardized Energy
Efficiency Reports

Navigation & Berthing Information

Notifications for exceeding limits in Management of bunkering, fuel

energy efficiencyconsumption,or CllI inventory, and fuelswitching

(Carbon Intensity Indicator)metrics.

Automated generation of
IMO/EU/UK-compliant
energyefficiency evaluation reports.

operations.

Energy Efficiency Overview
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3.6 Intelligent Machinery

47

System Description

Equipment Status Monitoring

Monitors the operational status of
majorpropulsion-related equipment and
systems inthe cabin.

Knowledge Base

Continuously accumulates expert
experience toprovide decision-making
recommendations.

Health Analysis

Intelligently analyzes and evaluates the
healthstatus of equipment and systems.

Decision Support

Assists crew in quickly identifying and
resolvingissues.

Interface Presentation

Health Analysis

Status Monitoring

48



49

3.7 Intelligent Navigation

System Description

Route & Speed Optimization Collision/Grounding Warning

Automatically plans optimal routes and Intelligent obstacle avoidance system

speeds by integrating ECDIS/ based on AlS/radar/water bathymetry

meteorological data. data

Visual Enhancement Voyage Information Visualization

Provides crew with augmented perception Integrated dashboard displaying

in rain, snow, fog, low-light, and adverse navigationalerts/environmental data

weather conditions.

Intelligent Navigation Network Topology

Cloud Platform

! : 4/5G, VSAT, etc.

- Ethernet I o :
L e e =1

Boundary Firewall

Computing Server Core Switch

% Route Planning Station

% Auxiliary Navigation
Display System

09%7/0S¥-¢9TT9 O3l

TCP/IP. HTTP. RTSP

RTSP

Marine 360° Thermal
Imaging System for:
Situational Awareness

Marine 360° Visual
Surveillance System

|
|
|
|
|
|
|
|
|
|
% Navigation Assistance :
|
L
|
|
1
|
|
|
|

Shipboard Shipboard

- g GNSS Gyrocompass Anemometer
Motion Sensor  Visibility Sensor y P SpeedLog  Echo Sounder AIS

m
(@)
O - 3
= IN T
= (S
n
i B
| a1
| 9
D
| o
o
|
|
|
|
: Cabin
ECDIS Radar  Equipment
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YOUR SHIP'S GUARDIAN IN THE DIGITAL AGE

Ship-Shore Fleet
Management System

Certificate Of Type Approval Forthe
Management System (Software)ofpms
(Planned Maintenance System)

AquaSync Innovation MRV Energy
Efficiency Management System
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4.1 Network Topology

Marine Defender System

Ethernet Cabinet Oceansite Workstation
Twisted Pair

Other

_ Oceansite Standard Supply

Marine Defender System

Oceansite System
Core Switch

ASI Optional Supply

Serial Device Server

IEC 61162-450/460

Navigation Equipment/System

GPS Autopilot Gyrocompass Speed Log Echo Anemometer Engine AIS Radar
Sounder Telegraph

460 Forwarder

Radio Communication
Mariti LEO Satellit .
4G/56 VSAT  communication System ))) -
Oceansite _
Cloud Platform Client

Boundary Firewall
UPS
Zone Firewall

Switch CCTV

Serial Device Server

Video Compression Al Intelligent Workstation
Module (optional) (Optional)

NVR
Integrated

. Data Source
Automation

Bullet Explosion-Proof Fixed Dome
- Camera  Bullet Camera  Camera

Zone Firewall
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4.2 Infrastructure

ASI Optional Supply

VSAT Antenna Adapter

Oceansite Standard Supply

Il

WLAN Access Controller Manager

( e
01
04 LEO Satellite Power Supply Unit
VSAT billing gateway
®- N
Video Compression Module
Oceansite Platform Server
- @ — o Al Intelligent Workstation
/
CCTV Switch
®7 @
LAN Switch
UPS . )
\_ /@ Switch Power Supply Unity
4 . oo
— —@ Micro Circuit Breaker
03
Firewall
Core Switch
o g
° @ Waterproof PoE Extender
Serial Device Server
9 k.

55
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4.3 System Architecture

Industrial Data

PLC/SCADA
/Intelligent Instrument
/Intelligent Lot Devices
/Gateways/Intelligent

Systems

Infrastructure (laaS)

Data Server

Serial Device Server

UPS

Switch

Oceansite Cloud Platform

Basis Platform (PaaS)

Data Collector

Database

Algorithm/

Runtime Environment

Model

Intelligent APPS (SaaS)

Voyage Fuel Monitoring
PMS Network Monitoring
Smart CCTV Noon Report

Data Traffic Monitoring Integrated Monitoring and Alarm

MRV Energy Efficiency Management System

i

Terminal

Chrome

Microsoft
Edge
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Fleet Management

Fleet List

Switch Freely

Voyage Data Visualization

Anemoclinograph

AIS System

Gyrocompass

Sounder GPS

Communication and
Navigation Data

Autopilot

Log
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Electronic Chart

Global Online
Nautical Chart

Ship Position
Information

Trajectory
Information

Display of Signal
Overlay Trajectory

Smart CCTV

Alarm Notification Alarm Record

Video alarms for unsafe The system will
behaviors can be alerted automatically record

in real-time through screenshots and video
system messages. clips of unsafe behaviors

and support preview.

A

Unsafe Behavior Photos
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YOUR SHIP'S GUARDIAN IN THE DIGITAL AGE
Ship Cybersecurity
Solution

5.11ACS UR E26&E27

IACS UR E26 (Ship Cyber Resilience) IACS UR E27 (On-Board Systems Cyber Resilience)

Scope

Core Objective

Key
Requirements

Certifications

Testing
Requirements

Deliverables

Whole-Ship Cyber Resilience (Ship Level)

Secure and Dependable Maritime Transport

@ Identify @ Protect 3 Detect (4 Respond (B Recover

- 1ISO/IEC 17025 (DNV&CNAS) - ISO/IEC 27001 :2022
- Personnel: CISSP - ISO/IEC 20000-1:2018

Whole-Ship Cyber Resilience Testing

- Approved supplier documentation

- Zones and conduit diagram

- Cyber security design description

- Vessel asset inventory

- Risk assessment for the exclusion of CBSs

- Description of compensating countermeasures
- Ship cyber resilience test procedure

- Ship cyber security and resilience program

Individual CBS Certification (System & Equipment Level)

CBS & Equipments

@ Identification and Authentication 2 Access Control
3 System Integrity @ Data Confidentiality ® Restricted Data Flow
©® Timely Response to Events (D) Resource Availability

- IEC 62443-4-1& 4-2 & 2-4 - ISO/IEC 27001 :2022
- IACS UR E10 - ISO/IEC 20000-1:2018

Individual Equipment Functionality & Security Testing

- CBS Asset Inventory

- Topology Diagrams

- Description of Security Capabilities

- Test Procedure for Security Capabilities

- Security Configuration Guidelines

- Secure Development Lifecycle

- Plans for Maintenance and Verification

- Information Supporting Incident Response and Recovery Plans
- Management of Change Plan

- Test Reports

" Effective Period: Ships Contracted for Construction on or After 1 July 2024.”
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5.2 Ship Cybersecurity (IT+OT) Solution-ASI

8 eround cate
7 station

v o=

—

shipowner
[E26 Integrator

Oceansite
Cloud Platform

Internet
Ground Gate
Station

Marine Defender System provides anti virus, firewall, vulnerability protection, application

control and secure remote access and other integrated endpoint protection functions.

P el e _— e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o e = =
Network Panel Office PC
Smart CCTV Outdoor Anti-Corrosion LAN System Wall-mounted AP
PTZ Camera
VSAT starlink — \ [
Video Compression Module AlIntelligent Workstation —
(Optional) (optional) AC Controller
46/56 VSAT Maritime LEO Satellite -
Communication System Indoor Fixed
Dome Camera Indoor Ceiling-Mounted AP
Bridge PC
NVR
Indoor Bullet — —
Camera Wireless Access Point AP
""" LAN Business
cctv wifi AP
N Access Switch-POE Access Switch-POE Access Switch
Firewall (integrated IDS) 24xRI45 24xRIA5 24XRI45
6xRIAS
N o o e e o o o e e e e e e e e o e e o o o o e e e e e e e e e e e e e e e e e o e e S e e e e e o e e e - —
J
J
— = e e e e e ] = = = e e e e e e e e e e e e e e e e e e e e e e e = = = —_ e, e e e e e e e e e e e e e = = = = -
Firewall (Integrated IDS)
No.l
oT 6xR145
Ship-Wide Network Security Operation and Maintenance Management Zone
Cyber Security Management Platform I
. Core Switch
Core Switch |
No2 8xRJ4S
8xRIA5 | |
N
Firewall (Integrated IDS)
I/II/III CBS Zone No.2 9 mmmmm  Equipment certified by 460, designated as a 460 node
BxRy45 s The original applied for 460 adding 460 SNGF
( to become a 460 Node with SNGF
switch switch
8xRIS 8xRIAS
Other
Trust Network
S0-460-FW 50-460-GW
8xRIAS 8xRIaS
IAS OT Zone (Mach.) OT Zone (Cargo)
Other 460 Node
50-460-SW S0-460-SW
8xRIa5 8xRIA5
Firewall (Integrated IDS) Firewall (Integrated IDS)
No.4 No3 460 SNGF
6xRIS 6xRIS
RJ45 RJ45 RJ45 RJ45 ( | | | ]
otner - es OfT Zone (safety)
[ s |

v

(oo I ]

Vi

N o e e e e e e e e e e e e e e e o -

IT Cabinet

Cybersecurity Cabinet

AC Controller (ASI)

VSAT Antenna Adapter (ASI)

LEO Satellite Power Supply Unit (Starlink)
VSAT billing gateway (ASI)

Video Compression Module (ASI)

PDU (ASI)

UPS (HUAWEI)

NVR (ASI)

Al Intelligent Workstation (ASI)

CCTV Switch (ASI)

LAN Switch (ASI)

Switch Power Supply Unit (Weidmuiller)
Terminal (Weidmdiller)

Micro Circuit Breaker (Schneider)
Firewall (ASI)

Waterproof PoE Extender (ASI)

cabinet (Rittal)

I

©® 6

\

LA,

UPS (HUAWEI)

PDU (ASI)

460 SNGF (ASI)

Cybersecurity Management Platform (ASI)
KVM Control Platform (ASI)
SO-460-GW (ASI)

SO-460-FWD (ASI)

SO-460-SW (ASI)

Firewall (Integrated IDS) (ASI)

Core Switch (AsI)

Switch (AsI)

Micro Circuit Breaker (Schneider)
Switch Power Supply Unit (Weidmuiller)

Terminal (Weidmduller)

Cabinet (Rittal)
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5.3 Ship Cybersecurity (IT+OT) Solution-Foritinet

IT Cabinet

Cybersecurity Cabinet

& Terouna et

—

1 Station
8 eround cate
Station
Ground Gate
Station

| \ndiurrk % VSAT / starlink
| (Bl @ VSAT Maritime LEO Satellite
Communication System
Firewall/ Fortigate
(Integrated IDS)
| oxruds
Core switch/Fortiswitch
No.2

«E»
"B «—— f cloudPiatiorm

—
Internet

wifi AP

Switch / Fortiswitch-POE

24xGERIS

Wireless LAN

Ship-Wide Network Security Operation and Maintenance Management Zone

Shipowner
/€26 Integrator

FortiAP WIFI

—

FortiAP WIFI

% FortiClient

FortiClient provides anti virus, firewall, vulnerability protection, application control
and secure remote access and other integrated endpoint protection functions.

Network cable CAT 6A and Marine cable (Belden )

FortiPAM)

Cyber Security Platform

6xRuas

[

Switch [
Fortiswitch
6xRu5

|

|

|

|

|

|

|

|

' -
|

I 1AS OT Zone (Mach.)
|

|

|

|

|

|

|

Firewall/ Fortigate Firewall/ Fortigate
(Integrated IDS) (Integrated IDS)
No.4 No3

xRus 6xRIaS

R4S | RJ45 RJ45. R4S

67

Firewall/ Fortigate
IDS)

[

Switch |
Fortiswitch
6xRus

OT Zone (Cargo)

OT Zone (safety)

No.2
6xRIaS

OT zone (Nav.)

) Bridge pc office pc
FortiCamera
— - —
FortiCamera
EngineRoom pc.
ccTv LAN Business
Switch / Fortiswitch-POE sSwitch / Fortiswitch
2xGERIS BxGERIS
CCTV LAN
J
Firewall/ Fortigate
(Integrated IDS)
No.l
6xRuS
Core /
No.l
6xRus
mmmm— Equipment certified by 460, designated as a 460 node
igi applied for \ption inspection, adding 460 SNGF
to become a 460 Node with SNGF
Trust Network
SO-460-FW SO-460-GW
6xRI4S 6xRI4S
Other 460 Node
SO-460-SW SO-460-SW
6xRIS 6xRu5
460 SNGF

(

[cco1 NN occr [N croiceisou N s [N ccvosouncr

)

[ Speed|Log | [ Ecois 2 |

v

(oo I ]

N e e e e e e e - — — —

NI

— o — — — - e e = = - e - = = = — o

switch (Fortinet)

VSAT Antenna Adapter (ASI)

LEO Satellite Power Supply Unit (Starlink)
VSAT billing gateway (ASI)

Video Compression Module (ASI)

PDU (ASI)

NVR (Asl)

UPS (Eaton)

Switch-POE (Fortinet)

Waterproof PoE Extender (ASI)

Firewall (Fortinet)

Switch Power Supply Unit (Weidmuller)
Terminal (Weidmuiller)

Micro Circuit Breaker (Schneider)

Network cable CAT 6A and Marine cable (Belden )

cabinet (Rittal)

\@

A\

T~
i

UPS (Eaton)

\

PDU (ASI)

L

460 SNGF (ASI)

Cybersecurity Management Platform (Fortinet)

© 06

KVM Control Platform (ASI)

\

S0O-460-GW (Fortinet)
S0O-460-SW (Fortinet)
SO-460-FWD (Fortinet)

Firewall (Integrated IDS) (Fortinet)
Core Switch (Fortinet)

Switch (Fortinet)

Micro Circuit Breaker (Schneider)

Switch Power Supply Unit (Weidmuller)

@ Terminal (Weidmuller)

Network cable CAT 6A and Marine cable (Belden )

cabinet (Rittal)
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5.4 Main Classification Society Registration
Symbols

China Classification Society (CCS)

The Additional
Notation for Ship
Cybersecurity.

M

The Ship Cyber Resilience Level.
Ship-Level CBS-Level
Compliant With

Cyber Risk Management.

SLO (Corresponding
to IACS UR E27).

SLO (Corresponding
to IACS UR E26).

SLI St

SL2 SL2
SL3 SL3
SL4 SL4

Det Norske Veritas (DNV)

Class Notation
(Default Suc)

Cyber Secure

Cyber Secure (Essential)
(Corresponding to IACS
UR E26 & E27).

Cyber Secure
(Advanced)

Class Notation

Security Profile (Additionall
Systems)
SPO
SP1
(+)
SP2
SP3
SP4

5.5 Golden Triangle Alliance for a Comprehensive

DI

E26/27 Solution

SOLUTION DESIGN

DSi

<> Ship Asset Inventory <> Ship Network Topology Diagram
<> Ship Cybersecurity Design Description

< Risk Assessment for the Exclusion of CBSs (If applicable)

< Description of Compensating Countermeasures (If applicable)
<> Ship Cybersecurity Testing Procedure

<> Template File for Ship Cybersecurity and Resilience

@ ISO/IEC 27001 : 2022
@ Certified Personnel: CISSP

CYBERSECURITY TEST SERVICE
o]

<> Providing Cybersecurity Capability Testing

Based on Approved Test Procedures

@ I1SO/IEC 17025:2017(DNV&CNAS)
@ Tester : CISSP

F:=ERTINET

TECHNOLOGICAL
CAPABILITY

O

AQUASYNC

kl INNOVATIO

INDUSTRY
EMPOWERMENT

©

AQUASYNC
INNOVATION

N

RULE
INFLUENCE

©

==RTINET

PROVISION OF HARDWARE

ADAS) < FERTINET

<> Marine Network Core Switch <> 460-Gateway

<> Marine Network Firewall <> 460-Switch

<> Marine Defender System < 460-Forwarder

< Cybersecurity Management Platform < 460-SNGF

@ [EC 62443-4-1
@ IEC 62443-4-2
@ [EC 61162-460

OPERATIONAL MAINTENANCE SERVICES

ADS) < FiERTINET

< Cybersecurity Operational Maintenance Services
4 ISO/IEC 20000:2018

@ IEC 62443-2-4

@ ISO/IEC 17025:2017(DNV&CNAS)

@ Certified Personnel: CISSP
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JOINT TENDER AGREEMENT

Solution Design

Providing Comprehensive
Cybersecurity Solution Design
for Vessels in Compliance
with E26 Requirements

Hardware Provision Cybersecurity Test

Service
Providing Cybersecurity

Devices Compliant with Providing Cybersecurity
IEC 62443-4-1and Capability Testing Based on
IEC 62443-4-2 Requirements Test Procedure

Operational
Maintenance Services

Cybersecurity Operations
and Annual Assessment




Corresponding Qualifications for Ship
Cybersecurity E26

4 )

On April 02, 2024, DNV, a professional risk management service agency, has issued

certificates of ISO 9001:2015 quality management system, ISO/IEC 27001:2022 Information
security management system and ISO/IEC 20000:2018 Information technology service
management system to AguaSync Innovation.

<« PNV

I GB/T 19001-2016/ISO 9001:2015

Quality Management System

<« PNV

I ISO/IEC 27001:2022

Information Security, Cybersecurity and
Privacy Protection Information Security
Management Systems Requirements

<« PNV

I ISO/IEC 20000-1:2018

Information Technology-service
Management

Part 1:Service Management System
Requirements

<« PNV

I IEC 62443 4-1 & 2-4

Security for Industrial Automation
and Control Systems
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- Marine Defender System - Marine Network Firewall
- Network Security Detection System - Cybersecurity Management Platform

The Marine Network Firewall we provide has obtained the first CCS Domestic Type Approval

Certificate for Cybersecurity equipment.
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Laboratory Certificate

Baseline Verification

Laboratory Capabilities
DNV ISO/IEC 17025 Certification

Vulnerability Scanning

Penetration Testing

E27 & E26
Compliance Testing

ISO/IEC 17025:2017

Marine Cybersecurity Product
Testing, Marine Computer
Based System (CBS)
Cybersecurity Testing, Ship
Cybersecurity Testing
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Statistics on Ships Supported for Cybersecurity
Certification — E26

A

1

2

9

Container

Oil Chemical Tanker

Platform Supply Vessel

Cable-Laying Vessel

AHT

Deck Carrier

Bulk Carrier

Refrigerated Transport Vesse

Offshore Operation Vessel

Total

36

14

34

8

Statistical time:November 20, 2025

3 16 22 20 14 3 78

10

3

6

5

6

100

20

2

16

5

29

Our Service Capabilities - Personnel Qualifications
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